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Abstract

Complex ambient systems are composed of many geterous systems; each system interacts with
its surroundings using collected environmental datam sensors’ readings. Diagnosis for the
overall system as well as the sub-systems compisimgst address many challenges caused by the
dynamic nature of these systems and the imposgitmlipre-define control loops between sensors
and actuators at design time as they are discovdged@mically at run-time. This paper presents a
design technique that is based on defining for eamrhponent the expected effect — the “physical
phenomenon” — it is supposed to produce or receifee proposed approach facilitates the
comparison of the produced effects in the envirariraad the actual readings of the sensors, and
thus simplifies the diagnosis task. To do so, vep@se a precise definition of the concept of effect
The approach is validated by implementing a simpe complete example taking place in an
ambient environment.

1. Introduction

Ubiquitous systems are a particular type of intivacsystems in which information processing and
communication capacities have been integrated @vieryday objects and activities (ubiquity).
Users of ubiquitous computing are not necessawiyra that they are so. These systems are usually
composed of many heterogeneous complex systemikeUmbrkstations whose actions only affect
themselves and their immediate surroundings, arhlsgsiems incorporate devices that enable
them to act more broadly on their physical envirenm These devices are called actuators.
Moreover, ambient systems are aware of their enwent by collecting local data using sensors.
After processing these data, they may change thditians of their environment using actuators in
order to satisfy user’s preferences or to assisther in his/her task (ambient intelligence). listh
context, the system must have the means to chack@uously whether the system actions are
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done correctly. In software, when calling a progegdunechanisms such as exceptions and error
codes allow the caller to decide whether the execwas successful or not. As a matter of fact,
when the ambient system sends out orders to aatactuhe latter can provide a return code, but
the information provided by this code reflects oty way the orders are transmitted to the
actuator, not their actual execution. For instamten the system activates a light bulb, it can
receive an acknowledgment enabling it to know thatorder was successfully transmitted to the
electrical circuit. However it doesn't know if thght has really been switched on (for instance due
to a damage to the bulb itself). Even though conirory applied to embedded systems allows one
to pre-determine closed control loops using adgetsors, the particularity of ambient systems is
that physical resources, mainly sensors and acgjaaoe not necessarily known at design time. In
fact they are dynamically discovered at run-time, centrol loops cannot be pre-determined.
Therefore the main goal of our work is to providelymamic and reliable method for building
dynamically the equivalent of control loops for Bugystems, using available sensors at a given
time, in order to perform an accurate diagnosisiattime. We propose an approach in which the
characteristics of actuators and sensors, as \gelha effects produced by the actuators and
captured by the sensors, are precisely describdeel.concept of effect is central to this approach:
using this concept, an ambient system is capaldeitmimatically associating actuators and sensors,
and thus, of deducing the expected measuremenidecbby a given sensor when a certain action
is performed by an actuator. The remainder of plajser is organized as follows. Section 2 reviews
prior studies for performing diagnosis in ambiemfieonments. Section 3 introduces the concept of
effect Section 4 explains how this definition is usednodel and build an ambient system. Section
5 presents a complete example demonstrating ouoagip.

2. Related Work

One of the major challenges studied in previouskwerthe fact that ubiquitous systems are
supposed to operate completely in the backgrourstidh a way that the users are not supposed to
notice their existence. This very important chaastic of ubiquitous computing makes fault
detection and diagnosis a difficult task [1]. Besidwith such requirements, the behavior of an
ambient environment creates a risk which is thatuker may continue to rely on failed services
without noticing 0. Some ubiquitous computing eamiments, especially smart homes, also called
assisted living homes, use an approach that ceneishaking the diagnosis task user-centered. As
mentioned earlier, the main purpose of ubiquitomgrenments is to discreetly satisfy the user's
preferences. Based on this principle most of tlop@sed diagnosis techniques start with gathering
data which are processed to generate a text-basedhary [3], used for the diagnosis. The
generated summary is then made available to humtarnvention (the user, an expert, a service
technician, etc.). We note that the user is uswlipne center of the diagnosis as the latter digpen
on the user's feedback. Another approach propaseatribient environment diagnosis is the model-



based diagnosis technique which is based on firstiples reasoning by means of a system
description that is used to define the behavioreath component within the system and the
connectivity of these components [4]. With thisoimhation, a diagnosis can be made by simulating
the system’s behavior. In fact the major challenfighis technique is combinatorial explosion
which makes the approach useless for devices cadpafsa considerable number of components
[5]. We can say that generally the approaches [@egbin existing work suppose that sensors and
actuators are somehow directly linked. In other dgothe model explicitly contains the
relationships that link actuator actions and sestates. We claim that building such explicit links
is poorly adapted to highly dynamic ambient systeim#eed, as devices are added to and removed
from an environment at runtime, it is very difficdbr the system designer to thoroughly describe
the system at design time. For these reasons, tnalute the concept of “effect” that will allow
actuators and sensors to be decoupled in the metég enabling the system to deduce the links
between them at runtime.

3. The Concept of “Effect”

The purpose of the concept of effect is to endiesimulation of the physical consequences of an
action in an ambient environment. In the propospdr@ach the effect becomes the only link
between the actuators and the sensors. As a naditfact, in an ambient environment, actuators,
when receiving orders sent by the system, emibastwhose actual effects on the surrounding
environment are only visible to the system througlsensors. We consider these actions from the
point of view of the physical environment; accoglinthey are defined as one or more physical
phenomenon. The format, the value and the way thesens are perceived by the sensors and
processed by the system follow the corresponditygipal laws. These laws depend on a number of
well-known physical parameters. In the proposedr@gugh an explicit list of the effects that are
expected to be observed in the environment muskefieed and modeled by the system designer.
For each declared effect a number of propertiesdafimed too. These properties, which we will
call effect properties from now on, correspondi® physical parameters defining the physical laws
mentioned before. If we observe carefully the retfrthe data collected by sensors, we conclude
that these effect properties match exactly whas@®snare sensible to. Even though the list of
properties can be very explicit, it is to be notkdt in reality the number and the nature of the
properties are conditioned by the hardware conditjoim (the nature of the sensors and their
precision) and the degree of details wanted. Ouivaton for proposing such a definition is to be
able to decide whether or not an actuator has cetegblan action successfully, by applying the
physical rules on the effects produced by actuaiarene hand, and on the actual effect properties
detected by the sensors on the other hand. An tanmopoint to note here is that the definition of
the effect can follow different levels of granutgriFor instance the light emitted from a light tbul

in an ambient environment might be modeled usiagsital laws of physics for light propagation



[6], or a very simple rule saying “if a light buik on in a room then the light sensors that atban
room should detect light”. Likewise an actuatorttpeoduces more than one effect can have its
generated effects defined according to differentle of details. The choice of the latter can
depend, among other things, on the context of imseinstance assisted living homes for blind
persons would have a very detailed definition @& thodel for the propagation of sound waves.
Moreover, several different devices may contribiot®ne given effect. Therefore, this effect may
be defined more than once according to differevellef details, depending on the importance of
the produced effect with respect to each device.ekample the heating effect generated by light
bulbs is not as significant as the heating effemegated by heaters; nevertheless it might be
important to model the light bulb heating effectarparticular scenario. We can push the model
further by defining the same effect produced by shene device more than once with different
levels of details. The diagnosis results from tlféeknt levels can be useful for the system’s
overall diagnosis. This generality and flexibiliby the definition allows us to have more or less
realistic definitions of the physical laws depemdon different criteria such as the architecture of
the system, the diagnosis technique used for thtersy how accurate we want the diagnosis to be,
the desired level of detail we want for the diagaothe context of use of the ambient environment,
etc. Such flexibility is well-suited to the natuoé ambient environments. The definition of the
effects allows us to apply calculations based @dafined physical rules in order to calculate the
expected readings of the sensors. Once the expextatlls have been determined, the final step
would be to perform a diagnosis by comparing thealgeadings of the sensors with the calculated
expected readings. It should be noted that it isoutne final designer of the system to define the
appropriate physical rules and thus decide abaud#sired level of details of each physical rule
applicable in the environment. What we propose hera generic model that is adaptable to
different levels of granularity. It is also impantao note that the physical law defines not ohly t
calculation formula but also the way that the ptglsphenomena interfere with each other.

4. A Meta-Model for Diagnosis
4.1. Supporting Ontology

Section 3 has shown that effects are a solutioavtmsd any predefined actuator-sensor relations;
instead an automatic deduction of these relatismsade possible. The latter deduction is based on
physical laws that calculate the expected valueshe sensors in order to perform a diagnosis
process. The manner in which the diagnosis proskssld be managed must be flexible as it is
supposed to support centralized as well as digaibdiagnosis process, in which case every device
would have a local diagnosis process. The lattey bea a partial diagnosis solution for large
systems, using local observations [7] as well a®werall diagnosis algorithm. To benefit from
good extensibility properties and broad tool suppge have used ontologies for defining the meta-



model and the models, namely OWL ontologies [8} Dhtology schema is given in Figure 1. For
clarity reasons the main branches of the ontologydatailed separately in the next paragraphs.

4.1.1. The Ontology’s Main Branches
- Concept of “effect”

One of the main objectives of our approach, illatsd by Figure 2, is to eliminate the direct link
between sensors and actuators. As a matter afiaqtossible relationship between an actuator and
a sensor is indirectly specified through the usaroéffect An effect is characterized by a certain
number of properties. The definition of the projgeris conditioned, on the one hand by the nature
of the effect, and on the other hand by the desiiegtee of details. For instance, in a coarse-
grained model the effect of human voice may beasttarized by the sound level only, whereas in a
finer-grained model it may be characterized byrigguency distribution as well. By definition, the
purpose of an actuator is to produce one or mdeetsf Likewise, the purpose of a sensor is to
detect a property of the effect.

Global Diagnosis
Process

Figure 1. The ontology schema Figure 2. Definition of effects in the ontology
- Support for the diagnosis process

We have made the choice to associate to each samBagnosis process node, as shown in Figure
3. This node is to contain the result of the lod@gnosis which is based, in part, on the local
readings of the corresponding sensor. As explagzetier, this choice brings certain flexibility to
the diagnosis architecture of the whole systemt dsaves the way open for using any kind of
diagnosis strategy, especially for networked systdmaddition, each diagnosis process deduces its
diagnosis results also from one or many dependé&wy, which represent the “physical” laws
applicable around the sensor and estimate the ®gealues for theffectpropertiesread by the
sensor. The relation between diagnosis procesdepehdency law is also illustrated in Figure 3.



- The Dependency law

Dependency laws, on which diagnosis processes dapend in their turn on mathematical
formulae. The latter, along with the variables dine operators, based on simple object oriented
inheritance principles, constitute the computatianadel [9], as opposed to the physical model
represented by the dependency laws; Figure 4. ©hgpuatational model, as its name indicates,
helps calculating the estimated values of the effeaperties that sensors are supposed to read by
applying the corresponding dependency laws. As imeed earlier, the computational model may
also have different possible levels of details,et@jing on the types of actuators and sensors used
in a given system, and on the objectives of theesyslesigner.

Global Diagnosis
Process
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deduce dFrom
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Figure 3. The diagnosis process Figure 4. Physical model vs computational model
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4.1.2. The reasoning engine

So far we have presented a way to model actuatorse@nsors, as well as a mechanism to deduce
links between them (effects), but what remainseéen is the way in which these effective links
may be deduced, allowing the system to eventuatjopm a diagnosis. We have chosen to write
deduction rules in first-order logic, as it is wellpported by OWL off-the-shelf tools such as Jena
[10]. The generic rule below figures out which e tactuator that generates an effect whose
parameters are detected by a sensor. Such a rule attach an error message to the
“DiagnosisProcess” node. In a syntax inspired lay tf Jena, the rule would be:

(?Sensodetects?EffectProperty) ~ (?Effe¢tasProperty?EffectProperty) ~ (?Actuat@roduces?Effect) »
(?Sensomperforms ?DiagProcess) " (?DiagProceteducesFron?DependencyLaw) ~ (?DependencylLaw
dependsOrvEffectProperty) * (?DiagProcegalue “False”) - (?DiagProcesmessagePlease check the
"+?Actuator)

This means that: if a sensor detects an effectgptppif an effect that is produced by an actuator
has the same effect property, if the diagnosisge®cthat is performed by that sensor and deduced
from a dependency law depending on the effect ptpoe question fails, then we generate an error
message suggesting to check the actuator thatajedehe effect.



4.2. Proposed Modeling Methodology

In this paper we propose general guidelines for dbsigner of an ambient system to set up
diagnosis for this system. A possible output fog firoposed technique would be an ontology-
driven application [11]. Thus the related ontologpuld be considered as the application’s
architectural artifact [11]. In other words, thetaongy would be considered as part of the system’s
software architecture and it would be used at mmet In this paper we suggest a modeling
methodology based on the definition of the conadpeffect For a better understanding of the
proposed methodology and for clarity reasons we aelthe UML class diagram shown on Figure
5. The idea of the methodology is to partition thedel into three levels of abstraction. Level O
would include the general concepts: effect, seasor actuator. We suppose that everything in an
ambient environment fits under these three supegodes. We can make an analogy here with the
concept of “Interface” in Object Oriented ProgrammiThe designer intervenes at Level 1 where
he/she declares entities that inherit from thoskesel 0. Level 1 should include any entities that
the designer estimates might influence the diagnoesults even if, in some cases, they are not
controlled by the system, such as doors or winddwshat case, to be accurate, it would be
appropriate to declare two sub-entities of actyatne would represent controlled actuators and the
other uncontrolled actuators. The latter entity i considered as a super class for entities asich
“window” or “door” if they are not controlled by ¢hsystem. In Level 2 we find the different
instances of the abstract entities, declared ireL&yin a particular ambient environment.

Level 0 Effect
—
evel :
A L’X
PrimaryLightEffect
Intensity LightSensor HeatSensor
Distance Lightintensity Temperature
Level 1 SecondaryLightEffect bin
Intensity =
HeatEffect | Produces—— - : L ' 1
Temperature P--" 7 L | i { /
<<instances>. <<instance>>"€<in§tanéé>> <dinstance>> <<instance>> inst i ‘l <<instan
Light_Bulb_1:LightActuator = ‘Window_1:Ligl ‘ Light_Sensor_2:Li; i 1K _Sensor_1.!
! i | L i T :
Electric_Fireplace_1:HeatActuator,Li; 3 i
Level 2 1 _Fireplace_- I — : o
[ ]| Door_1:Ligl ‘ Light_Sensor_"
| ———— Lightintensity : xsd:decimal

Figure 5. UML class diagram for the proposed matginethodology applied to an example

5. Example and Scenario

To illustrate our effect-based model we present laesimple yet representative example on how the
modeling process would be like for a simple exangblan ambient environment. We suppose that
we have an environment composed of three senseeslifiht sensors and a temperature sensor),



two actuators (a light bulb and an electric fireelpand two built-in objects (a door and a window).
The first step would be to apply the modeling mdtilogy to identify the different entities
involved in the environment. The generated diagrarpresented in Figure 5. The diagram uses
UML notation for clarification purposes since UMIfers a graphical syntax familiar to systems
designers. From this diagram we can identify théreatities in the environment and the different
levels of modeling. The next part is a descriptbthe system based on the diagram and the effect-
based model presented in the ontology. As presgmtadously, Level O includes only the concepts
of Effect, Sensor and Actuator. In Level 1 we hdve classes of entities for each of the major
concepts: LightSensor and HeatSensor for sens@BtActuator and HeatActuator for actuators,
PrimaryLightEffect and SecondaryLightEffect whiclne aeffects produced by entities of type
LightActuator, and finally HeatEffect which is affext produced by entities of type HeatActuator.
It is to be noted that both primary and secondagit!|effects possess the effect property
Lightintensity which is detected by the entity Li§ensor. However PrimaryLightEffect has one
more property which is Distance (the distance beiwtbe source and the detector). This difference
between the two light effects produced will afftfoe choice of the dependency law to be used.
Obviously PrimaryLightEffect will use a finer degiancy law. As for HeatEffect, it has the effect
property Temperature which is detected by the yeht@atSensor. In Level 2 we have the instances
which are the real objects in the environment: Li§ensor 1 and Light Sensor_2 instances of
LightSensor, Temperature_Sensor_1 instance of TexyreSensor, Light Bulb_1 instance of
LightActuator, Electric_Fireplace_1 instance of lbéfeatActuator and LightActuator, and finally
Door_1 and Window_1 instances of LightActuator.rgsthe declarations in Level 1 we can deduce
that Light_Sensor_1 and Light_Sensor_2 “detectghtlntensity, Temperature_Sensor_1 “detects”
Temperature, Light Bulb_1 *“produces” PrimaryLighitet and SecondaryLightEffect,
Electric_Fireplace_1 “produces” HeatEffect and SeleoyLightEffect, and Door_1 and Window_1
“produces” PrimaryLightEffect and SecondaryLighteft.

For the diagnosis part of this scenario we useiitelogy proposed in Figure 1. Each of the sensors
has an instance of SensorDiagnosisProcess. In as# we would have 3 diagnosis processes:
Light_Sensor_1 Diag_Process, Light Sensor_2 DiageBs, Temperature_Sensor_1 Diag Process; each
one deduces diagnosis from one or more Dependewcyhaur example we estimate that we will
have 3 types of DependencyLaw: heat propagatiosredse of light intensity and indirect
illumination or light reflection. In this exampleeawill illustrate numerically only the decrease of
light intensity. This law is used by both light sers’ diagnosis processes. It states that thesityen

of light as a function of the distance from thehtigource follows an inverse square relationship.
Reasoning is applied at this point, in order talfout which DependencylLaw is associated with
which SensorDiagnosisProcess by linking the comedmg sensor to one or more effect
properties. The latter are what constitute effesisiilarly entities referenced by DependencyLaw
depend on them to make calculations, hence thectiedwf the concrete link between an actuator



and a sensor. Let’s apply this reasoning to Lighhsser_1, Light_Sensor_2 and Light_Bulb_1. We
suppose that the latter is a 60 watt light bulli #raits 850 Im (lumen). We suppose also that it is
located at 2 meters from Light_Sensor_1 and 5 métem Light_Sensor_2 and that it is turned on.
It should be noted that for the model to be adapaetthe dynamic nature of ambient systems, the
distance information is to be deduced automaticalys part of the model being not fully
developed yet, we simply introduce the distanceuesl manually for now. Behind every
DependencyLaw there is a computational model tltutates values, using a mathematical
formula, and then affects to each EffectProperyted to the DependencylLaw the estimated value.
Each diagnosis process compares the value redtelelated sensor with the value estimated by
the DependencyLaw. If the compared values arerdiftethen the diagnosis is declared to fail and
an error message is generated as explained in 6Rieas Engine” section. The computational
model behind the light intensity decrease dependiane used by both sensors’ diagnosis processes
should return 212.5 Im for Light_Sensor_1 Diag_&ssand 34 Im for Light Sensor_2 Diag Process.
Let’s say that both sensors read the same valoewhich means that the room is supposed to still
be dark, in this case both diagnosis processesiratfailed diagnosis state and the global diagnosi
state should generate the proper error messagegasid user to replace or to check the real sfate o
the light bulb. The user’'s feedback can be addeal statement to the ontology, and can be useful
for further reasoning about the light bulb. We ¢aragine a case in which the user’s feedback
confirms that the light bulb is properly illumindteven though the system says it is not; in the¢ ca
the system deduces that the sensors are not fomgigroperly. Even though Door 1 and
Window_1 are not controlled by the system they @wasidered as actuators, in fact they are
considered in the diagnosis as anticipation for rwilee model will be expanded to support
recovery. For now this special kind of actuatordl simply appear in the error messages as a
correction suggestion to the user.

6. Conclusions and Future Work

In order to improve the diagnosis of ambient systeve have introduced a new idea consisting of
simulating what happens in reality by applying thppropriate physical rules in ambient
environments, thanks to the conceptefifiect Effects model the relations between sensors and
actuators, based on physical laws. One of the neajatributions of this work is the fact that the ad
hoc link between Actuators and Sensors is not redub be specified explicitly: actuators are not
linked to sensors by the designer; the links mayddeulated using effects at run-time. A local
diagnosis process then compares the read valutharestimated value. Our meta-model meets the
reality and particularities of ambient environmenifiose environments are very dynamic and
unstable in the sense that new entities may bedated or removed at run-time, which makes their
design complicated. Our work therefore proposesomginal way of performing diagnosis in
ambient environments. As future work, we envisidfecent improvements to the method exposed



in this article. For instance, the issue of thespgmbty of having faulty sensors was explored but
never really solved. A solution might be to intdgra probabilistic model to our effect-based
model. Furthermore, the prospect of using differgiaignosis techniques to manage distributed
diagnosis of networked systems was anticipatetiemntodel but it has not been used yet. Besides,
as stated earlier, the user is the center of anesmnimtelligent system, as the main purpose of the
system is to satisfy his/her preferences. Yet,user, this fundamental and really complex part of
the system, is not represented in our proposed imbukeed, contrary to the system’s behavior
which is predictable and thus can be easily andullgemodeled, the behavior of the user is
unpredictable, which makes its modeling intricatiwever explicitly modeling user behavior,
tasks and needs would allow the system to proveddull assistance. Finally real-scale tests in an
experimental intelligent room will be performedarder to validate the framework.
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